Konica Minolta Security Technical Support Paper Version 10.4 Attachment Sheet

Function List for each model

<Color MFP>
C360i/C300i/ [ C4050i/ C3320i C4000i/ | C650i/C550i/ C750i C287i/C257i/ | C450iS/C360iS/ C751i/ C451i/C361i/ | C4051i/ C3321i C4001i/
C250i C3350i C3300i C450i C227i C300iS/C250iS | C651i/C551i | C301i/C251i | C3351i C3301i
1. Securitv for pav phone lines
1. Securitv for FAX lines Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Enter the address twice Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Chain dial Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Address confirmation screen displaved Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Multiple addresses prohibited Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Version Transmission to verifv destination device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
1. Securitv for LAN connection
1. Handlina network protocol Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. User authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Device manaaement securitv throuah the network
(1) Securitv when reaisterina whole address book Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(2) bizhub OpenAPI Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Encrvption of data communication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Ouarantine network support Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Two-wav certificate verification Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
7. Dealina with viruses Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
8. Virus scan function Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
9. Dealina with external viruses on USB memorv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
10. Routine monitorinag of Linux kernel Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
11. Separatina from USB I/F path Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
12. Se‘paratlon of the communication between wireless LAN Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
and wired 1 AN
lIl. Securitv for data in main MFP unit
1. Securitv for imaae processina and output processina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2.Feature for overwriting and deleting temporary saved HDD
data
i;i(i‘::l’;lete data deletion when discarding HDD, SSD, and Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4.Feature for outputtina reports after deletina all data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Protectina HDD data bv encrvption Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6.Protectina SDD bv self-encrvotion Yes Yes Yes Yes Yes Yes Yes Yes Yes
7. Encrvotina PDF files Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
8.User authentication
(1) Authentication function bv external server and device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(2) Manaaement of upper limitation of copv/print per Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(r?:,)hlx\ﬂaannaﬂgir/n\/\e/m of authentication and upper limitation by Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
9.Box securitv and utilization Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
10.Encrvotina E-mail data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
11.Sianature feature for E-mail Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
12.Scan to Me. Scan to Home & Scan to Authorized Folder Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
13.Access manaaement with audit loa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
14.Usina a certified encrvotion module Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
15.Protectina data with TPM Yes Yes Yes Yes Yes Yes Yes Yes Yes
1V. Outout data securitv
1. Conv Protect feature
(1) Cobv protection print feature Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(2) Coov auard feature / Password cobv feature Yes Yes Yes - Yes Yes Yes
V. Authenticator
1. Securitv for data involved with biometric authenticator Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Authentication and orint (one-touch securitv print) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VL. Securitv for connectivitv with mobile devices
1. Securitv for AirPrint Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Securitv for Mobria Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Securitv for Gooale Cloud Print Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Securitv for Konica Minolta Print Service Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Securitv for PageScone Maobile Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VII. PKI card authentication svstem
1. Loa-in usina PKI card Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. LDAP search usina PKI card Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. SMB transmission usina PKI card Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. E-mail transmission usina PKI card (S/MIME) Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. PKI card print Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Scan to Me / Scan to Home Yes Yes Yes Yes Yes Yes Yes Yes Yes
VIII. Securitv concernina MFP self-brotection
1. Firmware verification feature Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
IX. Securitv for CS Remote Care
1. Basic securitv and collected data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Securitv when usina an LTE device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. E-mail securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. HTTP communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. DCA securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
X. Securitv involvina bizhub Remote Panel
1. Communication. connection triaaer Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Access Code Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Audit loa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XI. Securitv for World Wide Remote Service Platform
1. Communication between WWRSPF and MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication between WWRSPF and XMPP PF (MFP-
indenendent)
3. Communication between XMPP PF and MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Communication from WWRSPF to MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Linkina WWRSPF and CSRC (MFP-independent)
6. Communication using RSA (Remote Service Agent) (MFP-
indenandent)
7. Registration of RSA Edge, and acquisition of information
required for connection of RSA Cloud and AWS IoT (MFP-
indanandant)
8. Communication between RSA Edge and RSA Cloud (MFP-
indenendent)
9. Communication between RSA Edge and AWS loT (MFP-
indenandent)
XIl. Securitv involvina bizhub Remote Access
1. Pairina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication. connection triaaer Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Automatic disconnect from timeout Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Securitv in administrator mode Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Securitv followina a disconnection durina remote Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Security when using poth user authentication and Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
denartment authentication
XIIl. Securitv for CSRA (CS Remote Analvsis)
1. HTTP communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XIV. Securitv concernina MFP intearated SaaS GW
1. Communication between SaaS GW and the cloud Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication protection and encrvotion Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Preventina impersonation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XV. Securitv concernina Remote Deplovment Tools
1. Communication safetv
2. Access restriction
3. Data management Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Electronic sianature
5. Precautions against viruses
XVI. Securitv concernina CWH
1. 2-wav HTTPS communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. 1-wav HTTPS communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XVII. Protection of user information
1. Restrictions on displav of personal information Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Administrator password settinas Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Ouick IP filterina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Displav of shortcut to Ouick Securitv Settinas Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XVIIL. Securitv concernina Fleet RMM
1. Communication safetv
2. Access restriction
3. Data management Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Electronic sianature
5. Precautions against viruses
XIX. Securitv concernina MarketPlace
1. Cookies Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23
2. Encrvption Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23
3. Account creation Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23
4. Analvtics Tools Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23
5. DDoS Protection Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23
6. Konica Minolta MarketPlace Apps Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23
(Reference)
HDD encrvotion Alaorithm (AES)
SSD encryption Algorithm (AES) Yes Yes Yes Yes Yes Yes Yes Yes Yes
(AES256) (AES256) (AES256) (AES256) (AES256) (AES256) (AES256) (AES256) (AES256)
uSD encryption Algorithm (AES) Yes Yes Yes Yes Yes
(AES256) | (AES256) (AES256) (AES256) | (AES256)

*23: C3300i and C3301i are not subported.
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Function List for each model

<B/W MFP>
: .| 650i/550i/ : 751i/65Ti/ :
938/898/ | 308 /2252‘2{ asoi/3601/ | 7501 | 0| azooi | osoisssoi | ssiijasiiy | 41| azoni
3200i 361i/301i
1. Securitv for pav bhone lines
1. Securitv for FAX lines Yes Yes Yes Yes Yes Yes Yes Yes
2. Enter the address twice Yes Yes Yes Yes Yes Yes Yes Yes
3. Chain dial Yes Yes Yes Yes Yes Yes Yes Yes
4. Address confirmation screen displaved Yes Yes Yes Yes Yes Yes Yes Yes
5. Multiole addresses orohibited Yes Yes Yes Yes Yes Yes Yes Yes
6. Version Transmission to verifv destination device Yes Yes Yes Yes Yes Yes Yes Yes
1. Securitv for LAN connection
1. Handlina network protocol Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. User authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Device manaaement securitv throuah the network
(1) Securitv when redaisterina whole address book Yes Yes Yes Yes Yes Yes Yes Yes
(2) bizhub OpenAPI Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Encrvotion of data communication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Quarantine network suboort Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Two-wav certificate verification Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
7. Dealina with viruses Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
8. Virus scan function Yes Yes Yes Yes - Yes Yes Yes -
9. Dealina with external viruses on USB memorv Yes Yes Yes Yes Yes Yes Yes Yes
10. Routine monitorina of Linux kernel Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
11. Separatina from USB I/F path Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
12. Se.paratlon of the communication between wireless LAN Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
and wirad | AN
11l. Securitv for data in main MFP unit
1. Securitv for imaae processina and outbut brocessina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2.Feature for overwriting and deleting temporary saved HDD Yes
data
:ﬂ.i(i?;nqpnlete data deletion when discarding HDD, SSD, and Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4.Feature for outputtina reports after deletina all data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Protectina HDD data bv encrvotion Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6.Protectina SDD bv self-encrvotion Yes Yes Yes Yes - Yes Yes Yes -
7. Encrvotina PDF files Yes Yes Yes Yes Yes Yes Yes Yes
8.User authentication
(1) Authentication function bv external server and device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(2) Manaaement of upper limitation of coov/print per Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(3) Management of authentication and upper limitation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
hv calar and R/W
9.Box securitv and utilization Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
10.Encrvotina E-mail data Yes Yes Yes Yes Yes Yes Yes Yes
11.Sianature feature for E-mail Yes Yes Yes Yes Yes Yes Yes Yes
12.Scan to Me. Scan to Home & Scan to Authorized Folder Yes Yes Yes Yes Yes Yes Yes Yes
13.Access manaaement with audit loa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
14.Usina a certified encrvotion module Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
15.Protectina data with TPM Yes — Yes Yes Yes Yes Yes Yes
V. Output data securitv
1. Coov Protect feature
(1) Cobv protection print feature Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(2) Conv auard feature / Password coov feature Yes - Yes Yes Yes Yes Yes Yes
V. Authenticator
1. Securitv for data involved with biometric authenticator Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Authentication and orint (one-touch securitv print) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VI. Securitv for connectivitv with mobile devices
1. Securitv for AirPrint Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Securitv for Mobria Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Securitv for Gooale Cloud Print Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Securitv for Konica Minolta Print Service Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Securitv for PageScone Mobile Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VII. PKI card authentication svstem
1. Loa-in usina PKI card Yes - Yes Yes Yes Yes Yes Yes
2. LDAP search usina PKI card Yes - Yes Yes Yes Yes Yes Yes
3. SMB transmission usina PKI card Yes - Yes Yes Yes Yes Yes Yes
4. E-mail transmission usina PKI card (S/MIME) Yes - Yes Yes Yes Yes Yes Yes
5. PKI card orint Yes - Yes Yes Yes Yes Yes Yes
6. Scan to Me / Scan to Home Yes Yes Yes Yes Yes Yes Yes Yes
VIII. Securitv concernina MFP self-protection
1. Firmware verification feature Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
IX. Securitv for CS Remote Care
1. Basic securitv and collected data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Securitv when usina an LTE device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. E-mail securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. HTTP communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. DCA securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
X. Securitv involvina bizhub Remote Panel
1. Communication. connection triager Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Access Code Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Audit loa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XI. Securitv for World Wide Remote Service Platform
1. Communication between WWRSPF and MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication between WWRSPF and XMPP PF (MFP-
indenandent)
3. Communication between XMPP PF and MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Communication from WWRSPF to MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Linkina WWRSPF and CSRC (MFP-indenendent)
6. Communication using RSA (Remote Service Agent) (MFP-
indenandant)
7. Registration of RSA Edge, and acquisition of information
required for connection of RSA Cloud and AWS loT (MFP-
ind dans
8. Communication between RSA Edge and RSA Cloud (MFP-
indeanendent)
9. Communication between RSA Edge and AWS loT (MFP-
indenandant)
XI1. Securitv involvina bizhub Remote Access
1. Pairina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication. connection triaaer Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Automatic disconnect from timeout Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Securitv in administrator mode Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Securitv followina a disconnection durina remote Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Security when u51_ng poth user authentication and Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
denartmaent authentication
XIII. Securitv for CSRA (CS Remote Analvsis)
1. HTTP communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes
XIV. Securitv concernina MFP intearated SaaS GW.
1. Communication between SaaS GW and the cloud Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication brotection and encrvotion Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Preventina impersonation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XV. Securitv concernina Remote Deblovment Tools
1. Communication safetv
2. Access restriction
3. Data manaaement Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Electronic sianature
5. Precautions aaainst viruses
XVI. Securitv concernina CWH
1. 2-wav HTTPS communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. 1-wav HTTPS communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes
XVII. Protection of user information
1. Restrictions on displav of bersonal information Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Administrator bassword settinas Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Ouick IP filterina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Disnlav of shortcut to Ouick Securitv Settinas Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XVIII. Securitv concernina Fleet RMM
1. Communication safetv
2. Access restriction
3. Data manaaement Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Electronic sianature
5. Precautions against viruses
XIX. Securitv concernina MarketPlace
1. Cookies Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Encrvption Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Account creation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Analvtics Tools Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. DDoS Protection Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Konica Minolta MarketPlace Abbs Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(Reference)
HDD encryption Algorithm (AES) [e)
(AES256)
SSD encryption Algorithm (AES) o o o o o o o
(AES256) | (AES256) | (AES256) | (AES256) (AES256) | (AES256) | (AES256)
uSD encryption Algorithm (AES) [e) [e) o)
(AES256) (AES256) (AES256)




Function List for each model
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<Colorl| Production Print machine>
. AccurioPress . . AccurioPress Seenor e AccurioPress . AccurioPress | AccurioPress
) AccurioPress AccurioPress ) AccurioPress ) €3080/C3080P/ » ) 9 ) AccurioPress )
) Accurio Press €2070/C2070P/ AccurioPress AccurioPress | C3080/C3080P/ €3080/C3080p/ ) AccurioPress AccurioPress ) AccurioPress | AccurioPress €4080/4070 | C4080/4070 ) o | Accuriopress
oo | 6136/6120/ | C2070/C2070P/ CR07/C2070P | cer00/cooas | 19298 | ce100/Co085 | c3080PV/C3070/ Cg;’;fo":/c%%‘i/ €3070/C3070p/ c{:‘ggo"/"g{;soo €14000/C12000 | €14000/C12000 c’;‘](;l;'/”g;s;o €7100/C7090 | C7100/C7000 | SA08/4070 | pccurioprint | Accurioprint | ACGRioniess | Accurobint | 71367120,
6136P T +1C-313 See +1C-604 Lo +1C-314 | C€3070p/C3070L s c3070L +1C-610 +1C-319/318 +1C-609 |+ ic-319/318L [ ACETER 4065 4065 7136P
+iC-417 +1C-605 ricsis +IC-314 +1C-609 | +1C-317/419
I_Sacurity far nav nhane linec
1 Soruring for EAY linac - - - - - - - - - - - -
> Foter the addrace wice B = B B B - B = B - B B
3 Chain dial B = B B B - B = B - B B
4 Addrece o <rroen dicaived B = B B B - B = B - B B
< Mulrinia addraccac nrohihire B = B B B - B = B - B B
# Varcion T 10 verity devica B = B B B - B = B - B B
Il_Sacurity for | AN cannactian
1 Handiina netwark nratacol Yes Yes Yes Yes Yes Yes Ves Ves Ves Ves Yes Ves Ves Ves Yes Yes Ves Ves Ves Yes Ves Ves Ves
2 \lcer authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3 nevica e
(1) Securitv when whale address haok — — — — — — — — — — — - - - - - - - - - - - -
(2) bizhub OpenAPI a7 17 a7 17 17 an17 A7 - an17 an17 - an17 A7 - a7 an17 an17
4 Fncruntion of data commumication Ves Yes Ves Ves Yes Yes Yes Yes Yes Ves Yes Yes Yes Ves Yes Ves Yes Ves Yes Yes
< Ouiaranting nanwark sinnort — — — — — — — — - - - - - - - - - - - -
& Twn-wav cartificars varification Yes 19 Ves 19 Ves 19 — Ves 19 — Ves 19 — Ves 19 Yes 19 B Yes 19 Yes 19 - Ves 19 Yes 19 B Yes 19 Ves 19 Ves 19
7 Taaling with virncas Ves Yes Ves Ves Yes Ves Yes Ves Yes Ves B Yes Yes - Yes Ves B Ves Yes Yes
R Virue ccan funcrion — — — — — — — — - 5 B - - - - 5 B 5 - -
O Naaling with avtarnal vircas an 11SA mamary Ves Ves Ves Ves Ves Ves Ves Ves Ves Ves B Ves Ves - Ves Ves B Ves Ves Ves
10_Reutine monitaring of |inux kernel Yes Yes Yes — Yes — Yes — Yes Ves B Yes Yes - Yes Ves B Ves Yes Yes
11 Senarating fram ISR 1€ nath Ves Yes Ves Ves Yes Yes Yes Yes Yes Ves - Yes Yes - Yes Ves - Ves Yes Yes
12. Separation of the communication between wireless LAN , . B , , B, , . B n , B
st wivet 1 AN
1l_Securitv for data in main MFP unit
1 Serurity for imane nrocessing and autnit nracessing Ves Yes Ves Ves Ves Yes Ves Yes Yes Ves Yes Yes Ves Yes Yes Yes Ves Yes Ves Yes Ves Yes Yes
> Featiirs for avenwritin and delatinn temarary <avad DO Yes Yes Yes — Yes Yes — Yes Yes — Yes - Yes - - Yes - - Yes - Yes - -
3.Complete data deletion when discarding HDD, SSD, and Ves Yes Yes — - Yes ,,, — Yes — - Yes Yes B Yes Yes B Yes Yes R Yes Yes Yes
mizonth
4 Feature for renarts after deletina all data - - - - - - - - - - - -
5. Protecting HDD data by encryption Ves Yes Ves a2 a2 Yes a2 a2 Yes a2 a2 Yes Yes a2 Yes Yes a2 Yes Ves a2 Ves Yes Yes
6 Protectina SDN hv self-encruntion - - - - - - - - -
7 Encrunting PDE filac Ves Yes Ves Ves Yes Ves Yes Ves Yes Ves Yes Yes Yes Ves Yes Ves Yes Ves Yes Yes
R llser authentication
(1) Authentication function by axtarmal server and Ves Yes Ves Yes Yes Ves Yes Ves Yes Yes Yes Ves Yes Ves Yes Ves Yes Yes
2 o unner limitatinn of canv/nrint ner Yes Yes Yes Yes — Yes Ves Yes Ves Yes Yes Yes Ves Yes Ves Yes Ves Yes Yes
(%) Management of authentication and upper limitation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Ves - Ves Yes - Yes Ves - Ves Yes - - -
11 Sianature feature for F-mail - - - - - - - - - - - -
12 Scan tn Me_Scan to Home & Scan to Autharized Folder - - - - - - - - - - - -
[EVvren with a1 Ves Ves B Ves Ves - Ves Ves B Ves Ves Ves
V4 lIcinn 2 cortifiad ancruntion modula Yes Ves B Yes Yes - Yes Yes B Ves Yes Yes
1< Drovartin dara with TOM — — — — — — - - B - - - - - B - - -
[W_Ournot data cacs
[1_Conv Pratact featura
[ (1) Conv nratection nrint feature Yes Yes Yes Yes Yes Yes Yes Yes Yes - - -
[ (2) Conv auard feature / Passward conv feature. - - - - - - - - - - - -
V_Authenticator
1_Securitv for data invnlved with hiometric authenticator — — — — — — — — — — — - - - - - - - - - - - -
> Authanticatinn and nrint (nna-taich sacirity nrinn Ves 20 Ves 21 Ves 21 — — Ves 21 — — Ves 21 — — Ves 71 - B Yes 20 B - Ves 71 - B Yes 20 Ves 71 Ves 71
VI_Sacurity far cannactivity with mohila devicac
o Airbrint - - - - - - - - - - - - - - - - - - - - - - -
or Manria = B = = = B = B B = B B = B B B - B = B - B B
or Ceole Clonid Print - B - = = B = B B = B B = B B B - B = B - B B
 Konica Minolta brint Service Ves Yes Ves - - Yes - - Ves - B Ves - B Ves B - Ves - B Ves Ves Ves
< Security fr PaneSeane Mohile Yes Yes Yes - - Yes - - Yes - - Yes - - Yes - - Yes - - Yes Yes Yes
VL D1 card aithantication sustam
\ Lnnin 11cinn PK1 card - - - - - - - - - - - -
> 18P coarch ncing Pl card B = B B B - B = B - B B
FRSYTY Licine PK I card B = B B B - B = B - B B
4 Email \vcinn BKI card (< MIMEY B = B B B - B = B - B B
Pl card nrint = = B B B = = = - = - -
& ean o Mo | Scan 1o Homs B = B B B - B = B - B B
[ Sacuri nei MEP calf-nratactinn [ |
[1_Firmware verificatinn featira Yes Yes Yes - | —— Yes o | —— Yes — — Yes Yes - Yes Yes - Yes Yes - Yes Yes Yes
IX_Sacurity for CS Ramate Cara
| Racic corurinv and collarrad dara e s e s s s - - s - - s - - e s s
> Sacurity when ucing an | TE davies es es es es es es = B es B - es = B es es es
3 Fomail carurity es es es es es es = B es B - es = B es es es
4 ITTP communication sacring es es es es es es = B es B - es = B es es es
< CA <ecurite es es es es es es - B es B - es - B es es es
X_Securitv invalvina hizhith Remate Panel
| Comminication_cnnertion triner Ves Yes Ves Yes Yes Yes - - Yes - - Yes - - Ves Yes Yes
> Authentication Yes Yes Yes Yes Yes Yes - - Yes - - Yes - - Yes Yes Yes
T Accoce Code Yes Yes Yes Yes Yes Yes - - Yes - - Yes - - Yes Yes Yes
4 Andit loa Yes Yes Yes Yes Yes Yes - - Yes - - Yes - - Yes Yes Yes
XI_Securitv for Warld Wide Remate Service Platfarm
1_Communication hetween WWRSPF and MEP. - _— _— — — _— — — _— — - - - - - - - - - - - - -
2. Communication between WWRSPF and XMPP PF (MFP— — _ — — — — B B N B B . B B B B B N
2 Communication hetween XMPP PF and MFP - - - - - — — — — — — —
4_Communication from WWRSPF ro MEP - - - - - - - - - - - -
S linkina WWRSPE and CSRC_ (MEP_i - - - - - - - - - - - -
6. Communication using RSA (Remote Service Agent) (MFP-
7. Registration of RSA Edge, and acquisition of information
required for connection of RSA Cloud and AWS loT (MFP-
8. Communication between RSA Edge and RSA Cloud (MFP—
9. Communication between RSA Edge and AWS 10T (MFP-
XIl_Securitv invalvina hizhith Remate Access
1 pairina - - - - - - - - - - - -
> Communicatinn cannection trianer - - - - - - - - - - - -
2 Automatic discannect from timeout - - - - - - - - - - - -
4 Securitv in made - - - - - - - - - - - -
5 Security following a disconnection during remote operation — — — — — — — — — — — N N N N N N N N N N N N
6. Security when using both user authentication and - - — - - N - , , , , , B N , , , , ,
[ Sacurity for CSRA (CS Remata Analvsic) | | | | | | | | | | | | | | | | | | [ | | [ | ]
[1_HTTP communication security | Yes | Yes | Yes | Yes | = | Yes | Yes | = | Yes | Yes | = | Yes | - | - | Yes | - | - | Yes | - | - | Yes | Yes | Yes 1
[XIV_Securitv concarning MEP intearated SaaS CW. | | | | | | | | | | | | | | | | | | [ | | [ | ]
[1_Communication hetween SaaS GW and the cland | — | - | - | - | - | - | — | - | - | — | - | - | - | - | - | - | - | - | - | - | - | - | - |
[2_Communication nratection and encruntion | | | | | | | | | | | | - | - | - | - | - | - | - | - | - | - | - | - |
E) i i | | | | | | | | | | | | - | - | - | - | - | - | - | - | - | - | - | - |
XV_Sec; concernina Remate Dy Tools
1_Communication safetv.
> Accocs roctriction
4 Flectronic sianature
< bracautinns anainct virsas
VI Securitv concarning CWH | | | | | | | | | | | | | | | | | | [ | | [ | ]
[1_2-wav HTTPS communicati | | | | | | | | | | | | Yes | - | - | Yes | - | - | Yes | - | - | - | Yes | Yes |
[21-wav HTTPS cammunication sect. | | | | | | | | | | | | Yes | - | - | Yes | - | - | Yes | - | - | - | Yes | Yes |
XVII_Pratection of user i
1 Rectrictions an disnlav of nercanal Yes Ves - Yes Yes - Yes Ves - Yes Yes
> Admini naceward settinac Ves Ves Ves Yes Ves Yes Yes Yes Yes Yes Yes Ves Yes Yes Yes Ves Yes Yes
3 Ouiick 1p filtorina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4 Dicnlav of shorteut 1o Onick Secnrity Sartinas — — — - Ves 24 - - Yes 24 - - Ves 24 - - Yes 24 Ves 24 Ves 24
XVII_Securitv cancernina Fleat RMM
1_Communication safetv.
> Accocs rocrriction
4 Flectronic sianature
< bracautinns anainct virsas
XIX_Securitv concernina MarketPlace.
1_Cookies
> Fncruntion
I account creation R R _ R R , R , B R , B R _ _ R R , R R R R .
4_Analvtics Tools
S_DNaS Protection
6_Konica Minnlta MarketPlace Anns
(Reference)
HDD encryption Algorithm (AES) Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes Yes Yes
AES128/256) | (AES128/256) | (AES128/256
(AES128/256) | (AES128/256) | (AES128/256) (AES128) (AES126/256) (AES128) (AES126/256) (AES128) (AES256) (AES256) (AES256) (AES256) (AES256) | (AES256) ¢ /256) | ¢ 1256) | ¢ /256)
22 22 22 22 22 2 2 2
SSD encryption Algorithm (AES) Yes Yes Ves Yes Yes Yes
Yes Yes Yes Yes Yes
- — — - - - AES1 28
*Es129 w129 *Es129 ne129 “e129 Arrse) Arrse) Arrse) (nes128) Arrse) Arrse)
1SN encrvntion Alaarithm (AFSY - - - - - - - -

2+ "Encrvntinn finction of data in HDN' i< nat cinnarted Nata nracaccad by Sean ta HNN ic camnracced hv aeneral farmat

#17-Can he
1 Cliant cortificate ic cunnartad

<ed for anlv snerific annlications

#21- This function i< enabled when AlI201+PaneScanas MyuPrintManaaer is cannecterd

22+ Inh ctarane area (imane data) ic 254 hit / atherwica 198 hite
#23: Fncrunt machine sattina infarmatinn
*24° ISR nce <atting ic aveludard

Onlv mananement data ic dalatad when inh data i< antaut ar trancfarrad and the data itcalf ic not delatad



